MatematuyHe Ta KOMI'I,I'OTepHe Mo entoBaHHA

The obtained results for the listed oscillatjry functions allowed us to
create a theory of optimal integration of highly oscillatory functions both
in classical formulation and for interpolation classes of functions.

Considerable attention is paid to the identification and refinement of a pri-
ori information about the integral function and its use for narrowing the usual
(classical) classes of integral functions to interpolation classes [1]. The func-
tions included in such (interpolation) classes do not differ in quadrature formu-
las (the approximate integral value will be the same for them all).

The second feature of the results is (in contrast to the results of all oth-
er authors) in the assumption of an approximate input of information about
the integral function. Examining interpolation classes can increase the po-
tential of quadrature formulas.

Computer technologies (CTs) of the integration of highly oscillatory
functions with given accuracy are analyzed.
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ONTUMI3ALIA dJYHKI:_I,I'I' MHOXXEHHA NMNONIHOMIB
anAa 3BU4ANHOI TA PRODUCT ®OPMU
3AO0AHHA OQHOIO 3 NOJlIIHOMIB

Y po6oTi NpoBeIeHO JOCTIIKEHHS Ta BAKOHAHO PO3po0Ky ede-

KTUBHOTO aJTOPUTMY MHOXKEHHS TEPHAPHOTO IOJIHOMA y KUIbI
n o

Z, [x](x - X —1) 3 ypaxyBaHH;IM HOro cTpyKTypH. Po3risgarors-

csl BapiaHTH JUIs TTOJTIHOMIB i3 3BHYAiHOIO CTPYKTYpOIO 3 (hikcoBa-
HOIO KUJTBKICTIO HEHYJIbOBHX elleMeHTiB «1» («—1») Tay PRODUCT-

(opmi, y skiit noniHoM € pesynbTaTtoM obuucnenns F *F, + F, , 1e
F.F, F,eZ, [x](xn - x—l) Ta Mawrh Bignosimmo d,,d,,d,

€JIEMEHTIB 13 3HaueHHsAMH «1» Ta «—1». [IpuBomsThCS pe3ysbTaTH
OINTHMi3allil 32 IONMOMOTOI0 BEKTOPH30BaHUX HAOOpiB IHCTPYKLiit (a
came, HaOip iHCTpYKHiHK AVX2), po3mapanetoBaHHs Ta CHeLiaib-
HHUX 3aco0iB Ay MiHIMi3alli Ta KOMIIEHCYBaHHS BUKOPHCTAHHS HE
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BUPIBHAHOI mam’siTi. KpuUTHuHMII KOX HamucaHo Ha aceMOiepi Iix
MIKpOIIPOLIECOPHY apXiTeKTypy Xx86-64, sika € OJHi€l0 3 HaHpo3Io-
BCIO/DKCHILINX Ha ChOTOHIIIHIM qeHb. OTprMaHi YacoBi MOKa3HUKN
OITHMI30BaHOI peaizauil anropuT™My Ajs HaOOpiB MapaMeTpiB uis
256, 384 Ta 512 Gir xmacu4HOI Oe3meku Ta 3poOJIeHO MOPIBHIHHS
e(EKTUBHOCTI 3 aITOPUTMOM MHOKEHHS MOJIHOMIB, IO OyB 3ampo-
MOHOBAaHMH y aCHUMETPUYHIH ITOCTKBAHTOBIH KPHITOCHCTEMI Ha aj-
rebOpaiunnx pemritkax NTRU Prime. TecryBanHs 3miificHEHO Ha
nporiecopi Intel(R) Core(TM) i5-8250U CPU @ 1.60GHz Ha orme-
pauiiiniii cucremi Linux 4.15.0-44-generic #47-Ubuntu SMP x86-64.
Pe3ynbraTH, 10 OTPUMaHi, HAa HAIll HOIJIAA — HAA3BHYAHHO aKTya-
7bHI. BOHH MOXXyTh OyTH KOPMCHHUMH ULl KPHUIITOJIOTIB Ta I1HIIUX
(haxiBIiB, M0 3aHIMAIOTHECS PO3POOKOIO HOBUX, €(DEKTHBHUX KPHIITO-
rpadiyHUX aNTOPUTMIB Ta TMPOTOKONIB UISl TIOCTKBAHTOBOTO TIEpPio-
ny. Lle mosiCHIOETBCS THM, IO JUTS KJTaciB KPUIITOCHCTEM, Y SKUX BH-
KOPHCTOBYIOTECSI TIEPETBOPEHHSI Yy KUIBIAX ITOTIHOMIB, SIK 0a30Bi
orepailii, a came omnepailiii MHOKCHHS, 3aiiMae Haiibinblle yacy Ta
TOMy moTpeOye 3HauHOI onTHMizanil. 3HaYHa mepeBara po3pooieHo-
r'0 QJITOPUTMY — MOJKJIMBICTh HOTO po3MapasielltoBaHHs Ha 0araror-
POLIECOPHUX CHUCTEMAX, IO € 3HAYHOIO NePeBaroro IMOPIBHAHO 3 aj-
roput™oM, o npencrasinedi B NTRU Prime.

Kmouosi caosa: NTRU Prime, PRODUCT- ghopma , anee6-

paiuna pewimka, Kiioye nONIHOMIB, MHOJNCEHHS NOAIHOMIB, NOCM-
K8aHMO08a Kpunmozpagis, mepHapHuil NOJIiHOM.

Beryn. Ha croropHimHil JeHP KBAHTOBI KOMIT IOTEPH PO3BHUBAIOTHCS
3 BEJIMKOO IIBUIKICTIO — I1€ 3HAYHA 3arpo3a IS ICHYIOYHX aCHMETPUYHUX
kpuntocucteM. ONMH 3 HAWIEPCHIEKTUBHILIMX HAMPSIMKIB — II€ KPHUIITO-
rpadis Ha anreOpaidHuX perriTkax. B Takux cucremax OUTBIIICTH 00YHC-
JICHb 3BOJTUTHCS JI0 MHOXKCHHS TIOJIIHOMIB, OJIMH 3 SIKUX € TepHapHuil. IcHye
0arato aJrOPUTMIB JUIi MHOXKCHHS IOJIIHOMIB, aji¢ Ili aJrTOpUTMHU abo HE
BPaxOBYIOTh CIICIliaJIbHY CTPYKTYpy HoMiHOMIB [1], a00 He 3a0e3meuyroTh
KOHCTaHTHHH 4Yac MHOXCHHS. Y HaHii poOOTi 3alpOIIOHOBAHO ATOPUTM,
0 BUKOPHCTOBY€E OCOOIMBOCTI TEpPHAPHUX TONIHOMIB, Ta 3a0e3meuye KOH-
cTaHTHUH 4ac. DyHKIiS MHOXEHHs IOJIIHOMIB oOuMcimoe C€=ax*b, ne

a — TepHapHH MOJIHOM, b — mMmoJiHOM y moJi Zq[x](xn —-x-1). Jnsa
3aBJaHHS [TOJIIHOMY 8 BUKOPHUCTOBYETHCS 2 (hopMIL.
@opma 1. a 3amaeThes Ak nomiHoM y o Zg[X](x" —x—1) 3 ¢ik-

COBAHOIO KUTBKICTIO HCHYJIHOBHX CIICMCHTIB;
@opma 2. a 3amaetrbes y hopmi F1* Fy + Fs3, e KoKHHH 3 TOTIHOMIB

Fi, F2, F3— 1e moninomu y momi, Zs[x](xn —X—1) MiCTITh OJIHAKOBY Ki-

TBKICTB «1» Ta «—1». [lo3HauMMO 110 KiIBKICTh BiAmMoBigHO dy,d,,d; .
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MHo:xeHHs1 A 3BUYAiHOI dopmu. Y camMomy HampocTimomy
IIKITFHOMY» METOJI IOCIIJOBHO BHKOHYETHCS MHOKEHHS KOCQIiIi€eHTIB
OJTHOTO TOJIHOMY Ha (hiKCOBaHMN KOE(]ILIEHT IHIIOTO 1 HAKOMMYEHHS CY-
MU 11 KoeimieHTiB 3 oqHaKOBUMH HOMepamu. Homep koedimienTa Bu-
3HAYAE€THCS CYMOIO HOMeEpiB Koe]imieHTIB, ki mepeMHOkaTbcs. Dopma-
JIBHO I MOKHA MTPECTABUTH Y BUIJISLII TICEBIOKOAY 1.

IlceBmokon 1
1. for (i=0;i<n;i++)
2. for (j =0;j<n;j++)
3. cli + j]+= a[i]*b[j].

OCKITbKH OCHOBHA KITBbKICTh KOE(ili€HTIB A — HyJIbOBI €JIEMEHTH,
T0 GinbmIicTh onepauiii MuoxeHHs afi] Ha b[j] He maroTh cency. OcHo-
BHa 1]Iesl HOBOTO JITOPUTMY IIOJISITAE Y TOMY, LI00 3amam’siTaTé iHJIeKCcH
HEHYJIbOBHX €IEMEHTIB Ta 3aMicTh MHOKeHHs a[i] Ha b[j] BukoHyBaTH

nume BifHiMaHHs a6o gonaBanHs b[ j| B 3amexHocTi Bix 3HaueHHs afi] .
DopMaIBHO 1€ MOKHA OPEICTABUTH Y BUTIIAI ICEBAOKOLY 2.
IIceBmoxon 2

1.c=0;

2 for (i=0;i<n;i++){

3. if (a[i] == 1){

4. forG=0;j<n;j++) {

5. c[i+j] += b[il;

6. if (c[i+j1>=q)c[i+jl-=q;
7. }else if (a[i] == -1){

8. for j=0;j<n;j++){

9. c[i+j] -= bQl;

10. if (c [i +j1<0)c[i+j]+=q;
11. ha3s

Kpim Toro, nepes BUKOHaHHAM LUKy YCi €JIEMEHTH pe3yibTary 00-
HYJISIOTBCSI, IO TApaHTye iX HasBHICTH B Kemni. [Ipw mpoMy 3araixbHHN
PO3Mip He TepeBHIIye po3Mipy Kemry | piBHSA, TOOTO MeXaHi3M BHTICHEH-
HS 33 paXyHOK HEZOCTaTHBOTO po3Mipy He Oynae crparboByBaTH. Bukopu-
CTaHHs CTPYKTYpH 3a0e3Ieuy€e HEMOXKIIMBICTh EPEKPUTTS aJIpec.

[epen6auaernbest Bukopuctanus SIMD onepauiii (AVX-2). 3nauen-
Hs1 KOe(IIIEHTIB 3aBXKAU 111, TOMY BUKOPUCTOBYEThCS THIT _ m256i. 3ri-

215

JTHO 3Ha4YeHb napameTpiB [2] 3HaueHHs c[i+ j]< 2 -1, ToOTO KOMITOHE-

HTH 0JIOKY 16 OiTHI 3HAKOBI YHKCIIa, & OJOK MICTUTH 16 TAKMX KOMITOHCHTIB
1 0ZITHOYacHO 00poOIIsETHCS 16 KoedilieHTIB.
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BurmenaBeeHnii ONTUMIi30BaHHI BapiaHT ISt TICEBIOKOY ITepeoadae:

e MiHIMI3aI[i}0 3BEPHCHb 10 HE BHPIBHAHOI MmaMm’sTi (32 paxXyHOK Iepes
004YHnCIIeHb) 1 KOMIICHCAIIII0 PELITH 3BEPHEHD 32 PaXyHOK BUKOPHCTaH-
HS cIieliabHUX OIepaliil mpouecopa,

e BUJAIEHHS OIepaliii yMOBHOTO Mepexony (3a paXyHOK BUKOPHCTaHHS
AVX-2 xomaHn);

e MiHIMI3aIlil0 IPOMaXxiB Kemry (3a paXyHOK oOpaHHS e()eKTUBHOI CTPYK-
TypH CIIIBMHOKHHKIB);

e mapanensHy 0OpoOKy mopiiii xoedimieHtiB. KimpkicTh OJUHHIE Ta
MIHYC OJMHUII> MOXE HE CIIBIIafaTH, TOMY HOPILis I MapaeIbHOTO
BUKOHAHHS MICTHTh 1 OJUHMIII 1 MIHYC OJUHHIII, B IIbOMY pa3i iX KiJb-
KiCTh TPUOIM3HO OHAKOBA JUIsl yciX mopuiit. [lyist 30iblieHHs HaBaH-
Ta)KEHHs Ha MapaJieNbHy TUIKY KOXKHA T'iJIKa MPUBOIUTH YaCTKOBHUI pe-
3yJIBTAT HE TIJIKH 10 MOJYJIIO (], @ 1 IO MOJTYJIIO .

Pesynbratn TecTyBaHHS (DYHKIII MHOXEHHS IICIS ONTHMI3aIii Ay
Habopy mapameTpiB 3 [2] HaBexeHi y Tabm. 1 (TakTiB).

Tabmums 1
Peszynomamu mecmyearnms MHodCeHHsL 0I5 36UNALIHOL hopmu
K Linux
256 (N =761; g =4591; T = 143) 7564
384 (N =1031; g =8297; T = 172) 11864
512 (N = 1301; q = 10427; T = 217) 16347

Jlnsi nOpiBHSIHHS, Yac BUKOHaHHS (yHKIIT MHOXKEHHs 3 poboru [1]
JUTSL TOTO 3K TIPOIIECOPY, THX JKE PEKUMIB KOMIIUIALIT 1 IS THX JKE KITFOUiB
nopieaioe 12321 takriB ( K = 256, N = 761, q = 4591, t = 143). IIpucko-
peHHs B nopiBHsHHI 3 [1] cknanae 38.6 %
Mmuo:xennsi 111 PRODUCT-dopmu. /g 3ab6e3nedends epexTus-
HOTO BUKOPUCTaHHs Kelly | piBHSI KITFOY 3a/Ia€ThCSI IK CTPYKTYpa:
struct{
unsigned short ones1[ d, ], minusones1[d, ];
unsigned short ones2[ d, ], minusones2[ d, ];
unsigned short ones3[ d, ], minusones3[ d, ];

}

ne d, ,d,,d; — ximekicts 1 Ta -1 B Fy1, F2, F3 Binnosinzo; onesl, ones2,

0nes3 — MacHB 3 iHAEKCaMH BiJIMOBIIHMX KOE(DIIIEHTIB, SIKi JOPIBHIOIOThH
1; minusonesl, minusones2, Minusones3 — MacHBH 3 1HAEKCAMU BiAmoBi-
JTHHUX KoeillieHTIB, sKi JOpiBHIOIOTH —1.

€ 2 BapiaHTU OOYHUCIICHHS:

1) cnouarky obumuciutu F = F *F, mod p+F;, anorim F *h;
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2) cnouarky oOumcnutn F'= (( F, *h)mod q) mod p. [ani o6Gunc-
JIUTH F'=((F'*F,)modg)modp, a  morim F"=F"+
+ ((( F5 *h)mod q)mod p) . ExsiBanentnicts F = F” 3a0e3nedyerbes

HAa eTari reHepariii KIIoviB.

[NepeBipka mokasana, 10 BIJICOTOK KJIIOYiB, JUI SKHX I YMOBa He
BUKOHYEThCS, Iy)Ke He3HaUHHU. Pe3ynbTaTH eKCrepiMEeHTaIbHOI IepeBi-
pxu g 100000 xrrodiB HaBeneHi B Tabm. 2.

AHai3 110Ka3aB, IO NEepIIui BapiaHT He 103BOJISIE BHKOPHCTOBYBATH
omeparii JoJaBaHHA Ta BiTHIMAHHS 3aMICTh OIepanii MHOXEHHS, TOMY IO
KoeiIlieHTH OOYHCIIEHOTO MOJIHOMY MOXYThH BimpisHatucs Bim 1, —1.
Jpyruit BapiaHT J03BOJISIE 1€ 3pOOUTH, TOMY Aajli OyIeMO BUKOPHUCTOBY-
BaTH JAPYTUi BapiaHT.

Tabmums 2

Kinvkicmo 8iobpakosanux kurouig (scvozo 100000 xkrrouis)

K KiabkicTn %

256 (N =787, 9 =7307; D1=12; D,=12; D3 = 15) 102 0.1
384 (N =1019; q = 8867; D1=13; D2 = 13; D3 = 31) 60 0,06
512 (N = 1301; q = 11959; D1 = 15; D2 = 15; D3 = 48) 50 0,05

Jiss 00YMCIeHHsT YacTKOBUX JAOOYTKIB F " Fz' , F3*h Buxopucro-
BYIOTBCSI 3acO0M ONTHMI3allii, sKi HaBeJeHi Bume. {1 1bOro BapiaHTy
KUTBKICTh OJJMHHIIH Ta MIHYC OJUHHIG Y KOXKHIHM 3 TphOX (PYHKIIH cimiBma-
Jla€, KpiM TOTO, KUTBKICTh HEHYJIHOBHX €JIEMEHTIB y KOXHIH 3 (QyHKmiH
3HAYHO MEHIIE, HK IPY 3BUYaHOMY 3aBAAaHHI, TOMY IPHHIIHIT PO3ITOILITY
00YrCIIeHb MK TTapaIeTbHIMU T1IKaMH BiJPi3HAETHCS Bifl IIOIEPEIHBOTO.

Amnami3 mapametpiB (nzuB. Taba. 3) MOKa3ye MO KiTbKICTh HEHYIBO-
BHX eNieMeHTiB D, + D, B GinbIIocTi BUNaAKiB He nepesuinye D,, Ginbire
toro F Ta F, moB’sd3aHi Mixk cO6010 3HAKOM MHOKEHHS.

[IpononyeThbCst mapanesbHO 00YUCITIOBATH:

((((((F *n)mod ) mod p) = F, )mod q) mod p)
(((Fs*h)modq)mod p).

3nauenns D;, D,, D; — mapameTpy airoputMy, TOMY Pi3HULA B Yaci

JUIS TapaJieIbHUX TUJIOK HE 3aJIeKHTh BiJl MICIISl HEHYJIBOBHX KOC(ILIEHTIB.
[am'siTh i BHYTpINIHI 3HAYEHHS MOJBIMHOI JTOBXXUHU MOXKE OyTH JIO-

KaJILHOIO, 1110 3a0e31eyy€e BUKOPUCTAaHHS CBOIO Kelly JIs 1X 30epiraHHsl.
PesynbraT TectyBaHHA (QYHKIT MHOKEHHS i product-hopmu mi-

¢ onTuMizaii st Habopy mapaMeTpiB 3 [2] HaBeneHi y Tabi. 3 (TakTiB).
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Tabmms 3
Peszynomamu mecmyeanns muosicennss 0nst PRODUCT — ¢popmu
K Linux
256 (N =787; q = 7307; D1 = 12; D, =12; D3 = 15) 6499
384 (N =1019; g = 8867; D1=13; D2 = 13; D3 = 31) 8468
512 (N = 1301; q = 11959; D1 = 15, D, = 15; D3 = 48) 14718

Juis mopiBHAHHS, Yac BUKOHaHHS (yHKMII rq mult [1] mis Toro x
npotecopy i s Haitbnmxunx napametpiB (K = 256, N = 761, q = 4591,
t = 143) nopieaioe 12321 TaxTiB. IlpuckopeHns B mopiBHsAHHI 3 [1] mpak-
TUYHO B 2 pas3u. Bukopucranns multiply ¢dopmu 3amicTe 3BHUaiiHOT 3a-
6e3neuye IPUCKOPEHHS.

BucHoBku. Bu3HaHOo, 0 OZHMM 3 MEPCHEKTHBHUX HANPAMKIB Y
MOCT KBAaHTOBIM KpunTorpadii € kpuntorpadis B KUTBIIX MOJIiHOMIB (Ha
anreOpaiganx pemriTkax). Peamizamii Takux KpPHUITOCHCTEM BHMAaraioTh
e(eKTUBHHUX AITOPUTMIB MHOXKEHHSI TIOJIIHOMIB. 3alIpOIIOHOBaHI allrOpUT-
MH BPaxOBYIOTh OCOOJHMBOCTI CTPYKTYpH TEPHAPHUX IOJIHOMIB Y TaKHX
NTRU — monibHux cucremax Ta 3a0e3Me4YylOTh KOHCTAHTHICTh 4acy BU-
KOHaHHA oreparii MHOXeHHs. /s peanizanii BUKOPHCTOBYBAJIHCS KeEIl
e(eKTUBHI CTPYKTypH AaHux, AVX2 IiHCTpyKIUii, po3napajeioBaHHs Ta
creliaybHi 3aco0M Ay MiHIMi3alii Ta KOMIIEHCYBaHHS BUKOPHCTaHHS HE
BUpiBHIHOI am’ati. Kputnunnii ko HanwmcaHo Ha acemOnepi. [Toka3aHo,
10 BiH TpAIfO€ BABIYI MIBH/IIE 32 aJTOPHUTM, 3allPOIOHOBaHUM y [1] sk
JuIsl 3BMYaiiHoi opmu, Tak i s product-popmu. s 3Buuaitnoi hopmn
BiZICOTOK npucKkopeHHs — 38.6%, a s product-hopmu B 2 pasu.
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OPTIMIZATION OF THE MULTIPLY FUNCTION OF
POLYNOMIALS FOR GENERAL AND PRODUCT FORMS
OF THE REPRESENTATION OF ONE POLYNOMIAL

The research was carried out and the development of an effective practical
algorithm for multiplying ternary polynomials in a ring z, [x](xn - xfl)

was performed taking into account their structure. Variants for polynomials
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with a normal structure with a fixed number of nonzero elements and in the
PRODUCT-form in which the polynomial is the result of the calculation

F *F,+F,, where F,F, F, eZs[x](x“—x—l) and have d,,d,,d,

elements with values «1» and «—1» respectively, were considered. The results
of optimization are given using vectorized instructions (AVX2 instructions),
parallelization and special tools to minimize and compensate for the use of un-
balanced memory. The critical code was written on the assembler under the
microprocessor architecture x86-64, which is one of the most widely spread for
today. Optimized version’s time values for the parameter sets for 256, 384 and
512 bit classical of security were obtained and a comparison of the efficiency
with the polynomial multiplication algorithm, which was proposed in an
asymmetric post-quantum cryptosystem on algebraic NTRU Prime grids, was
proposed. Testing was done on the Intel(R) Core(TM) i5-8250U CPU @
1.60GHz processor and on operating system Linux 4.15.0-44-generic #47-
Ubuntu SMP x86-64. The results obtained in this paper are extremely relevant.
They can be useful for cryptologists and other professionals involved in the de-
velopment of new, effective cryptographic scheme and protocols for the post-
quantum period, because for cryptosystem classes that use the modification in
polynomial rings as basic operations, multiplication operation is operation that
takes most of the time and requires significant optimization. The biggest ad-
vantage of the developed algorithm is the possibility of its parallelization on
multiprocessor systems, which is a significant advantage over the algorithm
presented in NTRU Prime.

Key words: NTRU, multiplication of polynomials, ternary polynomi-
al, PRODUCT-form, algebraic lattice, post quantum.
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